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(TS//SI//REL) MHS and GCHQ “Get in the Game” with Target Deveiopment for 

Worid of Warcraft Oniine Gaming 




(TS//SI//REL) Although online gaming may seem like an innocuous form of 
entertainment, when the basic features and capabilities are examined, it could 
potentially become a target-rich communication network. Online gaming represents a 
technology that is rapidly growing in popularity worldwide. World of Warcraft (WoW) is 
one with an impressive following of gaming enthusiasts. With over 10 million users 
worldwide, WoW may be providing SIGINT targets a way to hide in plain sight. Targets 
have been spotted receiving “no reply” emails from gaming providers and GCHQ 
analysts have correlated known SIGINT targets to online gaming events. The New 
Mission Development Center at MHS, the Global Network Exploitation (OPD-GNE) and 
the Applied Research Special Topics (B18) organization at GCHQ are working together 
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to filter the FORNSAT survey environment for this traffic and extract various types of 
WoW metadata forSIGINT deveiopment and network knowiedge enrichment. 

(U) Communication is at the core of online gaming 
and in WoW there are many ways to 
communicate and interact in the virtual world. A 
player has a character ID and can join different 
groups. A "party" brings players together for a 
common, defined purpose or quest. It is 
temporary and task-oriented. "Guilds," on the 
other hand, are for characters with persisting 
reiationships and can take on an organizational 
structure with ranks and positions. The guild is 
more permanent and ideoiogicai. Characters can 
communicate verhaiiy and non-verbaily and may 
set up different lypes of channels to talk within a 
guild or privately, characterto character. 

(TS//SI//REL) GCHQ recently asked MHS’s New Mission Development Center (NMDC) 
to support an online gaming research effort focusing on WoW. Eager to assist in a new 
potentiai area of target deveiopment, the NMDC discussed metadata needs with GCHQ 
in order to enabie WoW target and network research in the FORNSAT arena. The 
NMDC engaged SNORT, an open source packet-sniffing software, which runs on ail 
FORNSAT survey packet data, to filter out WoW packets. GCHQ provided several 
WoW protocol parsing scripts to process the traffic and produce Warcraft metadata from 
ail NMDC FORNSAT survey. These logs are now being forwarded back to GCHQ for 
additional analysis, target deveiopment and network knowiedge enrichment. By fusing 
information from different systems, databases, and resources GCHQ has correlated 
target entities to WoW iogon events and continues to uncover potentiai SiGiNT value by 
identifying accounts, characters, and guilds related to Islamic Extremist Groups, Nuciear 
Proiiferation and Arms Dealing. 

(TS//Si//REL) WoW certainly provides entertainment for a large number of people 
worldwide, but its gaming format can provide a virtual organizational platform for 
potential SIGINT targets as well. Furthermore, this technology can assist the target and 
simuitaneously assist the SiGiNT community in tracking that target. The WoW gaming 
infrastructure provides ample information for network deveiopment through the data 
passed during WoW messages, such as country and time zone information, iocal iP 
addresses and realm server addresses. In terms of active target development, there are 
clear parallels: traditional SIGINT development may follow emails, chat and buddy lists, 
whereas WoW target deveiopment may follow character IDs and logons, gaming 
communication channeis and guilds. 

(TS//SI//REL) MHS and GCHQ will continue to deveiop and collaborate on this 
potentiaily iucrative venue. 
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(S//SI) Topic: Exploiting Terrorist Use of Games & Virtual Environments 

(TS//SI) Issue: We know that terrorists use many feature-rich Internet communications media 
for operational purposes such as email, VoIP, chat, proxies, and web forums and it is highly 
likely they will be making wide use of the many communications features offered by Games and 
Virtual Environments (GVE) by 2010. The SIGINT Enterprise needs to begin taking action now 
to plan for collection, processing, presentation, and analysis of these communications. With a 
few exceptions, NSA can’t even recognize the traffic, and therefore it is impossible to even say 
what percentage of the environment is GVE; let alone determine how targets are using the 
communications features of GVEs. However, GVEs offer a SIGINT/HUMINT opportunity space 
and more research is needed to figure out effective exploitation. 

(S//SI) GVEs today allow individuals to gather with like-minded others online. Many GVEs 
offer communications such as private chat (P2P), group chat, chat to an alias, and broadcast chat 
-both text and voice. Also many GVEs allow convergent technologies to intermingle such as 
XboxEive! which can be run via an Xbox360 gaming console and/or connect via a PC to normal 
MSN chat. Second Life offers the ability to anonymously text to a GSM phone (SMS) and soon 
they will offer anonymous voice calls so that phone numbers do not have to be known by either 
party and won’t show up in collection. Some GVEs allow third party interfaces which allow 
limited functionality from a web browser. This overcomes obstacles such as a high-bandwidth 
requirement and or not being allowed to download software (think Internet cafe usage). In 
addition, many GVEs are able to be used via mobile devices connected wirelessly (phones, 
handhelds, laptops). Connected to the GVEs, specialized forums and other social networking 
sites have sprung up to provide an additional place to interact, connect, or share. These sites and 
any others can be advertised in the GVEs, so that if a terrorist web forum has to move locations it 
can be found by its members again. Areas/groups can be access-restricted, member-only. They 
are essentially private meeting places, and can be used for planning, comms, and training, etc. 
GVEs are used for collaboration; Eorterra’s 3D world is coming to JWICS to do this IC-wide. 

(U//EOUO) GVEs have been made that reinforce prejudices and cultural stereotypes while 
imparting a targeted message or lesson both from the Western point of view and in the Middle 
East. America’s Army is a U.S. Army produced game that is free download from its recruitment 
page and is acknowledged to be so good at this the army no longer needs to use it for 
recruitment, they use it for training. The Lebanese Hizballah has taken this concept and the same 
basic game design and made its own version of the game called Special Eorces 2 (SE2), which its 
press section acknowledges is used for recruitment and training in order to prepare their youth to 
“fight the enemy”, a radicalizing medium; the ultimate goal is to become a suicide martyr. One 
cannot discount the “fun factor” involved — it is important to hold your target audience’s 
attention— and makes ingesting the message not even noticeable. SE2 features multi-player, on- 
line text and voice chat for up to 60 players simultaneously, effectively acting like a VPN or 
private chat forum. SE2 is offered at $10 a copy and so also goes to fund terrorist operations. 

(S//SI) These games offer realistic weapons training (what weapon to use against what target, 
what ranges can be achieved, even aiming and firing), military operations and tactics, 
photorealistic land navigation and terrain familiarization, and leadership skills. While complete 
military training is best achieved in person, perfection is not always required to accomplish the 
mission. Some of the 9-11 pilots had never flown a real plane, they had only trained using 

Derived Erom: NSA/CSSM 1-52 
Dated: 20070108 
Declassify On: 20320108 

TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL//20320108 



TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZE//20320108 
Microsoft’s Elight Simulator. When the mission is expensive, risky, or dangerous, it is often a 
wiser idea to exereise virtually, rather than really blow an operative up assembling a bomb or 
exposing a sleeper agent to law enforeement serutiny. Militaries around the world use virtual 
simulators with great suecess and the Hizballah has even hooked up a Playstation eontroller to a 
laptop in order to guide some of its real missiles. Kuma Wars is a U.S. owned eompany that 
offers realistie battle simulation of real battles in Iraq usually one month after they actually 
happened. The player ean re-do maneuvers in a lessons learned way for training, or you ean 
switch sides and see how it works from the opposite side. It also provides real terrain features, 
such as real road signs from real roads in Iraq, and a simulated night-vision goggles 
environment. 

(TS//SI) A1 Qaida terrorist target selectors and GVE executables have been found associated 
with XboxLive, Seeond Life, World of Wareraft, and other GVEs in PINWALE network traffie, 
TAG databases, and in forensic data. Other targets inelude Chinese haekers, an Iranian nuelear 
seientist, Hizballah, and Hamas members. GCHQ has a vigorous effort to exploit GVEs and has 
produeed exploitation modules in XboxLive! and World of Wareraft. After beta testing, they 
expect reporting to begin in April 2008. The EBI, CIA and the Defense Humint Serviee all have 
HUMINT operations in Second Life and other GVEs and are very interested in forming a 
deconfliction and tipping group that would be able to eollaborate on operations. 

(TS//SI) GVEs are an opportunity! We ean use games for; CNE exploits, social network 
analysis, HUMINT targeting, ID traeking (photos, doe IDs), shaping activities, geo-loeation of 
target, and eolleetion of comms. It has been well doeumented that terrorists are OPSEC and tech 
saavy and are only getting more so over time. These applieations and their servers however, are 
trusted by their users and makes an eonnection to another computer on the Internet, whieh ean 
then be exploited. Through target buddylists and interaction found in the gaming and on gaming 
web sites, soeial networks ean be diagramed and previously unknown SIGINT leads and 
connections and terrorists eells diseovered. GVEs ean eontain on-line presenee indicators, 
geolocation, and ID tracking can be gleaned and used in apprehension operations. 

(TS//SI) Recommendation: The amount of GVEs in the world is growing but the speeific ones 
that CT needs to be methodically discovered and validated. Only then can we find evidenee that 
GVEs are being used for operational uses. Protoeol Exploitation, SEE, and TAO should begin 
profiling their databases and the GVEs for eolleetion and exploitation possibilities. Open source 
(APSTARS) produced GVE lists and seleetors should be used to run against UTT and other 
databases to cheek for cross matches to develop target selectors. CT SIGDEV along with CT 
TOPIs will study the eolleeted traffic to find and track targets of interest. There should be a 
coneentrated effort to conduet research into target use of GVEs, and signatures for survey 
eolleetion should be developed. Targets and specifie apps should be ehosen to exploit to ensure 
that terrorists’ GVE/social site usage is eovered by SIGINT and the system is not left behind the 
times. All avenues should be taken to develop PES and CNE exploits as GVEs are found on 
target computers. We need to develop a viewer/db that allows linguist/analysts to 
view/experience voice/text/video traffie together and archivee the GVE data assoeiated with 
reporting, whieh will also be essential for Yahoo, Skype, webeam, VTCs and Biometries. 

(S//SI) CT SIGDEV/SSG should establish a proeess to deoonfiiet IC-wide ops in GVEs and to 
develop strategy for collaboration. Members from at least CIA, EBI, DIA, NS A and GCHQ 
should partieipate to make the eoordination significant. Members should have ability to cheek 
tasking, traffic, and status of current operations. 
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FORWARD 

Video games are a media platform that has become part of daily activity for many 
around the world. Whether it is casual gaming on a cell phone or PC, or a virtual world 
where individuals are connected via the Internet, interaction in and around games is 
increasing. Games entertain, encourage interaction, enable financial gain, and teach 
lessons. While many of these activities are meant to be harmless, they also have the 
potential to be exploited for malicious activities. 

Over the course of a year, extensive study was done on the common use of games and 
their applicability to terrorist activities. Academic journals and papers, newspaper and 
magazine articles, textbooks, non-fiction works, in-game exploration and personal 
interviews on games, psychology and sociology, as well as attendance at seminars on 
these issues (for example the Serious Games conference or SAIC’s Cyber- Influence 
Conference series) represent the main sources for this report. 

The report was written in five stand-alone papers that are compiled here as a 
comprehensive primer for the current and potential future of game usage. A majority of 
the information contained in this report identifies facts and trends and applies them to the 
realm of IC concern (Chapters 1, 2, and 4). In addition, the paper contains examples of 
fictitious scenarios that terrorists or extremists might employ (Chapter 3), technology 
advancements and trends that might enable those scenarios (Chapter 4), and recommend 
steps to ensure that those hypotheses are not realized (Chapter 5). 
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Gaming Markets: Why We Care 

Demographics 

The gaming population crosses age, gender and cultural boundaries, making 
inroads into previously untapped markets and providing terrorist organizations with a 
powerful platform to reach core target audiences. 

• The core demographic for gaming is 18-35 year-old males. However, the 
average age of the typical “gamer” increases by one year each year and women 
now comprise nearly one-third of all adult gamers.' 

• The online gaming population is expected to grow rapidly in the near term, 
resulting in an estimated 10 million online game players in the U.S. (i.e. the 
equivalent of the entire population of New York City) and 30 million online game 
players worldwide (i.e. the equivalent of the entire population of Shanghai, 
Bombay and Karachi combined)." 

• While the majority of online gamers originate from U.S. and Asian markets, the 
rapid expansion of Internet cafes and broadband technologies will enable the 
growth of online gaming populations in other regions. For example, the fastest 
growing gaming markets are occurring in Europe, the Middle East and Africa.'" 

• Gaming sales continue to increase by a compound annual rate of 19.1%. Sales 
surpassed 23 billion USD in 2003 and are estimated to reach 56 billion USD by 
2008. In turn, revenues reached approximately $6 billion in 2004 and are 
projected to reach $14.3 billion by 2009."' 



Popularity 

Gaming has emerged as the preeminent form of entertainment among 18 - 35 year- 
old males. Consequently, the gaming industry now rivals traditional entertainment 
industries, including the film and music industries in terms of growth, revenue, and 
consumption.^ 

• Eor example, the gaming industry is growing by 20% compared to 7.5%, 7.1% 
and 2% growth rates in the film, television, and music industries during the same 
period. Eurthermore, AC Nielson predicts that within four years, the film industry 
will be just one-third the size of the computer game market."' 

• Game users typically spend 20-30 hours per week on online games and more than 
20% of online gamers identify themselves as residents of virtual worlds."" 

• The stereotype of the lonely gamer spending long hours in social isolation is no 
longer tenable. While some games are played by singular or a group of isolated 
players, computer gaming now is increasingly social with the growth of Eocal 



EOUO - Not for Public Distribution 
Page 6 




Games: A Look at Emerging Trends, Uses, Threats and Opportunities in Influence Activities 



Area Network (LAN) games played in Internet cafes and the expansion of 
massively online multiplayer games (MMOG). Users are now interacting with 
others in the game (i.e. guilds), online in other cyber media (i.e. web sites, 
message boards and social networking sites) and in cybercafes providing a fertile 
ground for terrorist activities. 



• It is widely thought that online gaming may have a similar cultural, political, and social 
influence on today’s gamers that music, religion and politics had on earlier generations.™' 



Global Patterns in Game Play: Time Spent, Social Interaction and Reach 



Games consume a great deal of time and effort by a significant number of players around the world. In a 
study done by Nick Yee at Stanford University on Massively Multiplayer Online Role Playing Games 
(MMORPG) users, 50% of the 30,000 respondents worked full time, with only 22% as full-time students. 
The average age of the respondents was 26.5, (women tended to be older than me) and on average the 
respondents spent 22.71 hours per week in their chosen MMORPG, a time involvement which suggests 
that there is a substantial level of emotional investment in the MMORPG environment. 



Global Market Counter-Strike is considered the most popular online first-person shooter 
(FPS) game in the world with the more than 200,000 players playing 
simultaneously and contributing more than 5.5 billion minutes of playing 
time each month on the official network consisting of more than 100,000 
servers. Counter-Strike is played extensively throughout Central, 
Southeast, and Southwest Asia in addition to the core U.S., European and 
Asian markets. 



Palestinian Reportedly, more than 25% of children between the ages of 6 and 17 in the 

Market Palestinian territories access the Internet through Internet centers that have 

emerged in refugee camps, rural villages, and urban areas. Palestinian 
Internet center managers and computer lab owners have reported that most 
children spend most of their time playing online games, including “pro- 
Arab” games like Special Force and Under Siege. 




Southwest & 
Southeast 
Asian Markets 



Kuma Games produces and distributes episodic games depicting real life 
military operations. These games are played throughout Southeast and 
Southwest Asia. During the height of media coverage on Middle East 
networks like Al-Jazeera, 20% of Kuma’s total audience originated from 
the Middle East region with significant amounts of game traffic coming 
from Egypt and a notable number of players originating from Iran and Iraq. 
[See: End Note xxvii] 
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Functionality of Online Games 

Games are platforms on which participants may communicate, coordinate, 
socialize, train, learn, simulate, experiment, build, proselytize and even barter virtual 
goods. Such functions indicate that the line between the ‘virtual’ world and the ‘real’ 
world is blurring, and to some users may be non-existent. 

• That virtual worlds are becoming synonymous with the real world, provides and 
interesting opportunity for terrorists to conduct a range of activities with 
anonymity. 

As virtual worlds become more popular, pervasive, and sophisticated, so too will 
terrorist opportunities to exploit them. 

• For example, as gaming becomes increasingly popular across multiple 
demographics and access to various gaming platforms increases (i.e. access to 
personal computers, Internet cafes, and mobile platforms), it will become easier 
for terrorist groups to reach core target audiences. For these reasons, many expect 
that terrorist groups will increasingly leverage online and computer based games 
to support their activities in the future. 



Propaganda and Influence 

Terrorist groups and sympathizers could use games to twist historical context, 
demonize enemies, disrupt the social moral compass, and desensitize users to 
violence. 

• Games designed to appeal to terrorist sympathizers leverage salient political 
themes and typically exploit “pro- Arab” and “anti-Israel” sentiment. Such games 
attract players because they provide them with a consonant message and an 
opportunity to take part ‘virtually’ in “resistance movements. 

• Special Force, developed by Hezbollah, plays on the common themes of “Israeli 
occupation” and “Palestinian victimization,” and offers players the opportunity to 
‘fight back’ by ‘digitally’ reenacting various elements of the Intifada. For 
instance, the introductory level of Special Force involves target practice and 
shooting exercises, using images of Israeli Generals as the mark. Later levels 
involve the ‘digital’ reenactment of battles that have occurred between the IDF 
and Palestinians during the Israeli occupation.’^' 

• Special Force was intentionally designed by Hezbollah to reinforce and 
disseminate the group’s values, concepts, and ideas among supporters and 
sympathizers, while giving passive supporters the opportunity to experience the 
viscera of the front lines.’^" Special Force is available in Arabic, French, English, 
and Farsi, and thus is widely available to traditional Hezbollah audiences and 
others.’^”' 
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• Under Ash and its sequel Under Siege were published by the Syrian company Dar 
al-Fikr. The player takes the role of a Palestinian national opposing the occupiers 
from Israel. Under Siege, in particular, is based on actual events, but is presented 
from the Syrian perspective. The game employs visceral imagery and sound, 
including scenes of Palestinian children being murdered, summary executions 
being held in public streets, high-speed chase scenes and sounds of gunfire and 
heart pumping music. The scenes too are designed to evoke outrage and to play 
on common themes, including “Israeli occupation,” “Injustice,” and “Revenge”. 

• The Iranian Islamic Students Association has also developed an online game. 
Commander Bahman, in which users play the role of a special-forces unit tasked 
with protecting Iranian nuclear capabilities from American aggression. This 
game was developed in direct response to a Kuma Reality Games release. Assault 
on Iran. Kuma has subsequently developed another installment. Assault on Iran, 
Pt.3, in the hopes that this international dialogue, sparked by the depiction of 
global affairs in the game space, will continue. Assault on Iran, Pt. 3 is planned 
be released in Arabic, English, and Farsi.’^"' 

Video games make particular assumptions within their environment that can 
transcend a specific message to users. 

• For example, the games Ummah Defense and Ummah Defense II (free for 
download on the Internet), are set in the future, based on the premise that at some 
point in history Muslims will have conquered the world and killed or converted 
all non-Muslims. Users act as a member of the Intergalactic Muslim Council, 
working to protect Earth from the sole disbeliever and in his army of robots sent 
to destroy the Earth - it was necessary to construct robots as all other humans 
believe in Islam. The overarching message is that establishment of the caliphate 
is possible. Playing games within this context allows users to experience this 
reality in a sensory way that makes the message “real.” 

Video games are an ideal influence platform because they incorporate imagery, 
narrative, camaraderie, and action. 

• This combination works because advanced imagery and graphics can be used to 
engage the senses, storylines can be used to provide a context and group goals, 
camaraderie in the form of multiple players facilitates higher levels of 
engagement, and action in the form of participation is required.’^''* 

Radical groups are using gaming platforms to propagate religious ideology. This 
can take place in a number of different ways. For example, a EPS game can help 
demonize a declared enemy, while educational games can offer manipulated religious 
doctrine as scripture. 
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• For example, Innovative Minds, Inc. has developed a series of six ‘multi-level’ 
downloadable games, entitled “Islamic Fun” which are aimed at “teaching 
children between the ages of 5 and 1 1 years of age about Islam.” “Islamic Fun” is 
marketed as a “faith-based” alternative to “secular” games and includes many age 
appropriate game titles, including Fishing Bear, Tree Hop, and Two Bunny Race. 
However, embedded in this game package is another game, entitled The 
Resistance, in which users assume the role of farmers in Southern Lebanon who 
join the Islamic Resistance against invading Israelis. Many believe that these 
types of games encourage anti-Semitism and promote terrorism.’^''”' 



Communications 

Games provide attractive communications channels for terrorist groups and sympathizers 
because in-game conversations often are difficult or impossible to monitor. 

• Many games contain capabilities like VoIP, chat, and file transfers that allow real-time 
communications to take place, and few sites monitor such traffics or keep log files as 
would traditional Internet service providers (ISPs). 

• Massively Multiplayer Online Games (MMOG) are ideal locations to support secure 
terrorist communications because of the enormous scale on which they are played. At a 
given time thousands of subscribers can be connected to a virtual world on various game 
servers. Potentially complicating matters are that some games can be hosted by gamers 
on their own dedicated server or PC. 

• In-game communication channels would be difficult to collect by current Internet 
control methods, because speech and text mingles with data from the game. This 
increases the chances that authorities will overlook communications they would 
normally prohibit. 



Recruitment 

Online gaming can serve as a recruiting tool. This has already proven true in the 
US, as the US Army found that 28% of players logging on to play its, “America’s Army” 
online game also visited the corresponding recruitment site. 

• Monitoring strategy games like Counterstrike can be an effective way to track 
individual skill levels in firearms, tactical operations, group cohesion, leadership, 
etc. This information can then be used by interested parties to evaluate 
qualifications for military or insurgent recruitment. 

• Participation in virtual communities can facilitate off-line activity. Members of 
terrorist groups could enter or monitor online game environments with the intent 
of translating ‘virtual’ skills and actions into real world commitments and 
activities. 
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Training and Simulation 

Games can supplement field training by familiarizing recruits with the tactics, 
weaponry, and skills needed to conduct operations. Military type games can be used to 
help acquire skills in team work, communications, leadership, and operational tactics. 

This trend is likely to manifest itself in the near future, as games are increasingly 
leveraging real time data from the battle field. 

• Culturally accurate games can help foreign terrorists avoid profile raising 
mistakes and assist in assimilation. 

• Combat simulators, such as those developed by BBN Technologies as part of the 
Pentagon’s DARWARS project, are used to help soldiers bound for Iraq prepare 
for combat. Among the offerings: DARWARS Ambush! a combat simulation 
game designed to train up to 24 soldiers at a time in military convoy operations. 

• Increasingly realistic virtual environments further blur the lines between the 
virtual and real worlds - these environments create immersive environments that 
draw users into the game world. This results in more true-to-life training grounds, 
and enhances a game’s underlying message as the user experience becomes more 
immersive. 

• The US military is currently using games as a tool to equip personnel with 
training in numerous key areas including, tactical planning, mission rehearsal, 
incorporating lessons learned, and tactical language training. 

• COTS programs used to develop combat simulators are inexpensive, widely 
available, and could offer terrorist groups the opportunity to simulate attacks prior 
to their execution. Such programs could enable fairly accurate damage 
assessments and provide insight into necessary course correction to limit risk and 
unintended consequences associated with a particular attack. For example, the 
Maya Unlimited fluid simulation software, available for $159, offers users the 
ability to re-create the mushroom cloud caused by a nuclear explosion. Users can 
control the influence of fuel and other attributes, and add key ingredients such as 
temperature scale, buoyancy, dissipation, turbulence, and diffusion. 

• Games could also be used as part of the attack plan itself. With the rise of mobile 
gaming, terrorist groups can use the platform to its advantage; instead of planting 
a bomb near a crowd of people, for example, it can place one at a random location 
and lead game players to the bomb. 



This is speculative based on flash mobs and mobile gaming use. Flash mobs are groups of people that 
converge in public places for brief periods of time and dissipate quickly there after. Flash mobs have 
occurred worldwide and are frequently organized around political protest efforts. The French riots of 2005 
were organized largely through flash mob efforts. Paired with mobile scavenger hunting location based or 
mixed reality games, flash mobs have the potential to concentrate people rapidly at the site of the “win.” 
See stories on flash mobs: http://www.vnetnews.com/articles/0.7340,L-3056735.00.html ; 
http://in.rediff.eom/netguide/2003/oct/05flash.htm . Some examples of location based games include; 
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Fundraising 

Newer games offer greater opportunities for terror groups to raise and distribute 
funds. Funds used in online games can be uploaded in one location and downloaded in 
another, which is particularly easy if multiple users can access a single ID. 

• The goods, services, and currencies of virtual worlds have real-world impact. In 
2005, E-bay category 1654, “Internet Games,” had $30 million dollars in sales in 
the United States. Similarly in Asia, real-cash virtual item trade exceeds $100 
million annually Current estimates indicate that intangible goods in digital 
worlds are worth $l-$2 billion.™* 

• Because users are able to create their own content in games, entrepreneurs profit 
in real-world dollars by selling professional services or goods. One virtual real 
estate mogul in Second Life makes nearly $150,000 per year in real-world dollars. 

• Fund raising efforts are already happening in virtual worlds. In 2006, American 
Cancer Society (ACS) held its second virtual Relay for Life in Second Life. ACS 
collected over $40,000 and attracted nearly 1,000 participants.’^’*^*** 

• Individuals organize to raise funds for charitable efforts. After Hurricane Katrina, 
some individuals banded together to hold live fundraising events in Second Life to 
help victims.’*’**'' 

• Organizations could use virtual worlds as a vehicle for generating income. While 
the money raised might not be enough to fund a sizable organization, it could be a 
revenue source for smaller cells. 



Ease of Production of Games 

The growing availability of middleware or mods drastically lowers the barriers of 
entry for game development, allowing almost anyone to become a game builder. 
Middleware products are available for a marginal fee (usually the cost of a game) or 
can be downloaded free from the Internet. 

• Mods are typically used to create additional content to games (partial 

conversions) or new games (total conversions). Popular middleware products 
include 3D world building packages such as Genesis 3D, Quake, Unreal, and 
Half-Life; multiplayer adventure games like Aurora Toolkit; and systems for 
handling massively multiplayer games like BigWorld, Butterfly.net, and 
Terazona. 



Botfighter series. Gunslinger series, Mogi, UnderCover series, Swordfish and Torpedo Bay, ConQwest, 
The Journey II, and Treasure Hunt. See a research paper of mixed reality mobile gaming: 
http://research.microsoft.com/~shahrami/papers/tech02.pdf#search='mixed%20reality%20gaming . 
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• Middleware products have been used to create popular commercial games such as 
Counterstrike (Half-Life) and America’ s Army (Unreal); as well as several games 
of a more questionable nature, including Ethnic Cleansing (Genesis 3D), Under 
Ash (Genesis 3D) and Special Force (Genesis 3D). 

Mods not only provide a developmental shortcut, but also enable game producers to 
“improve” existing games, whereby increasing their popularity. 

• Mods can be used to transform existing games. For example, unidentified gamers 
modified the FPS game Battlefield 2 enabling players to take on the role of 
extremists whose home village in Iraq suffered collateral damage during a 
fictional US operation.’^’^'' 

• Another prime example of the use of mods is the CD-ROM game Ethnic 
Cleansing, produced by Resistance Records, to promote the white supremacy 
agenda. The game promotes the killing of “sub-humans” (other races and Jews) 
in a setting similar to New York City. The game is patterned after popular 
mainstream video games Quake and Doom, turning racially motivated violence 
into a form of “entertainment.” Users are given the option of assuming the role of 
a KKK Member or a Skinhead. 

• Kuma Games develops free, episodic games for their users based on recent real 
world events. With the assistance of the Valve’s Source game engine,’^’^''' modular 
software that provides enhancements in several key areas of game production, 
including character animation, advanced AI and real-world physics, Kuma is 
easily able to produce immersive, realistic games in little time. Additionally, in 
an effort to make the games more easily downloaded by users in the Middle East, 
Kuma has developed a Persia Disk that can easily be copied and redistributed. 
Using the disk, once the game design is loaded onto the user’s PC, no Internet 
connection is required to play, although a low-band connection is adequate to 
attain new episodes. 

• Terrorist groups likely could reduce development costs further by soliciting 
sympathizers with the required skill sets to work for free or reduce costs as their 
contribution to the Jihad analogous to how religious game developers operate to 
reduce costs. College students provide a plausible target for recruitment. 

Machinima is film making within the real-time 3D virtual environment of a video 
game. It’s the use of video game graphics technology to create animated films. 
Machinima combines aspects of film making, animation and game design to transform an 
interactive medium, a video game, into a production studio complete with sets, props, 
special effects and virtual actors. All that is required is a game and a desktop computer.^ 
Like traditional movies, machinima allows for character development and the creation of 
plot lines. 



^ For a machinima example that uses military characters and explains machinima, see 
Machinima! With Officer Dan at http://www.machinima.com/films.php?id=4676 
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• Software to make machinima productions costs little or nothing. Websites like 
www.fraps.com provide trial versions of machinima software, such as the one 
used to produce “Sonic Jihad’^’^'’^,” and allow users to create quality machinima 
productions. Productions, such as “Sonic Jihad,” which are made with trial 
versions of machinima software frequently place their websites directly in the 
center of the screen in order to drive people to their sites to purchase full versions. 
Productions like “Sonic Jihad” not only can promote propaganda, but direct 
sympathizers who wish to create similar productions to the software needed. 

• In 2005, a machinima, “French Democracy” depicted the views of the minorities 
during the French riots. The well-developed story carries a political message 
allowing one to sympathize with the minority position in the riots. The 
machinima was produced on November 22, just 5 days after the riots ended. 

• Similar to using mods to develop games, real-time video capture software, like 
Fraps, allows users to record video of the activity taking place on one’s PC, 
during game play, for example. Once downloaded, this software “records” to 
capture audio and video bits up to 1 152x864 and 100 frames per second.’^’^’^ The 
use of such software in games like KumaAV ars would allow users to develop 
machinima productions of recent combat events adding their own twist. 



Features of Fraps Real-time Video Capture Software 

Screen capturing - Digital images taken by the software recording the visible 
items on the monitor as a screenshot in formats such as BMP, PNG and JPG. 

Real-time video capturing - Digital images taken by the software recording the 
visible items on the monitor (or another visual output device) over an extended 
period of time, as the action is taking place, to form a video file. 

Screencast/Screen Recording - Digital recording of a computer screen output, 
often containing audio narration. 
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Chapter Introduction 

Games are an effective influence platform because they promote both “active” and 
“passive” learning, and are highly attractive pursuits for specific target audiences. 

Games, by nature, are learning experiences. Playing a game involves building skills 
in order to advance to new levels in the game. 

• Traditional teaching and conditioning methods are used to teach and develop the 
player. 

• Learning is central to a player’s in-game success.™' 

Learning in games can be transparent (e.g. helping to refine a player’s shooting 
technique) or hidden (developing a predisposition in a player toward a particular cause or 
message). 

• The latter often involves the promotion within the game of a particular set of 
values or ideologies via the storyline or setting, and the use of emotional “tools” 
to elicit particular reactions. 

Finally, games can be effective influence platforms because they are popular, 
captivating players and encouraging them to return for more. 



Video games are “weaponized” texts, or disrupters of psychic stability...! mean to say 
that games perform what Pierre Bourdieu calls “symbolic violence” — in other words, that 
“gentle, invisible form of violence, which is never recognized as such.”... Like 
educational institutions, video games are instances of symbolic violence in the sense that 
they inflict themselves on players. The world of the video game is nothing more than the 
on-screen rendering of programmed instructions and decrees. Players are “schooled” by 
an aggressive bombardment of pixellated images and sounds. Every moment is a direct 
imperative, an attack that demands a response. 

— Matt Garite, 

The Ideology of Interactivity (or, Video Games and the Taylorization of Leisure) 
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Active Learning 

Games can serve as a place to learn, imparting knowledge and teaching skills. The 
structure of games promotes learning through a rewards system. 

• Often, games require action without expertise, forcing players to experiment and 
learn. 

• Games also can reinforce previous learning experiences by allowing players to 
interact with issues, ideologies, products and events in active and passive ways. 

Knowledge and Skills 

Games can serve as a place to learn, imparting knowledge and teaching skills. 

• During prehistoric times, hunting games were used to teach young people how to 
handle dangerous situations in the wild. 

• Today, games are often more complex, involving dynamic platforms, 
sophisticated storylines, and diverse goals. 

• Individuals progress through an entire learning cycle when playing a game, 
beginning with openness to new situations and rules, then taking certain actions 
and reflecting on them, and finally “learning” how to operate successfully in the 
game (see Figure 1). 

• Often the learning process continues outside the game in such ways as 
conversations with friends, participation on fan websites, reading about the 
games, and player meet-ups online. 
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Exhibit 2-1: The Learning Framework*™'^ 



Application of the Learning Framework to Games 



The Learning Framework 

1990-1995 Prasad Kaira 




1. Openness: When an individual plays a game, he is open to its structures, rules and 
messages. 

2. Action: By nature, games present a problem that a player must address and act on in 
order to advance in the game. Actions must take place within the rules and value 
systems of the game (in this diagram, the game is represented by the box 
“Environment”) in order for the player to participate and move forward in the game. 

a. Manifestation: The player’s desired outcome in the game is to succeed and 
mitigate losses. 

b. Influencing the external environment: The player takes action to try to 
influence the course of the game. 

c. Coaching: The rules of the game provide guidelines on how to take action and 
what is permissible and acceptable. 

d. Instinctive learning: When quick action is required, instincts will play a role in 
how play is performed. This often includes a mix of: lessons learned from past 
experiences, a player’s personal values system, and physical and emotional 
reactions. This part of learning is generally subconscious. 

e. Nurturing the individual: Assessments about how well the player is playing 
the game are made frequently throughout the game. 



FOUO - Not for Public Distribution 
Page 18 






